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[bookmark: _Toc58312913]A	Introduction
This document describes the fundamental policy of the HAWA DDS platform. In effect, together these form the mission statement or commitment of the HAWA DDS Project/Platform Management Unit (PMU), which it shall work to uphold. 
The seven core principles of the policy are designed to ensure that the HAWA DDS platform is operated in a way that meets international best practices for system management, operation and data security.
[bookmark: _Toc58312914]B	Scope
The core principles are central to all element of the HAWA DDS Platform.
[bookmark: _Toc58312915]C	Effective date 
Version 1.0 of the HAWA DDS Policy was approved by HAWA Chairman on …/…/2021.
These requirements will be updated periodically – and at least every three years – and will replace previous versions from the date of publishing. 
[bookmark: _Toc42689405][bookmark: _Toc42706288][bookmark: _Toc58312916]D 	Version history	
Version 1.0 of this Policy was published on …/…/2021






















[bookmark: _Toc58312917]Background
The Handicraft and Wood Industry Association of Ho Chi Minh City (HAWA) was established as a non-governmental organization and volunteer association in 1990. HAWA recently has over 450 company members, operating in the following fields:
· Wood processing: furniture (indoor and outdoor) (51%)
· Handicrafts: bamboo, rattan, water hyacinth, lacquer ware, fine art, pottery, porcelain (22%)
· Trade: timber, machinery, varnish, hardware (22%)
· Service provision (5%)
HAWA is implementing the HAWA DDS Platform in order provide a system for HAWA members and non-members to trade forest products with an effective online system to manage information about the traded products, in order to enable members to understand their supply chains and reduce risks of trading in illegally harvested materials.
The HAWA DDS Platform is managed according to seven core principles:
Principle 1: Confidentiality
Principle 2: Transparency
Principle 3: Truthfulness & Accuracy
Principle 4: Impartiality & Fairness
Principle 5: Efficiency & Effectiveness
Principle 6: Independent Monitoring
Principle 7: Voluntariness
It is the responsibility of the Platform Executive Board (PEB) and the HAWA DDS Project/Platform Management Unit (PMU) to ensure that the HAWA DDS is implemented in accordance with these principles.


[bookmark: _Toc58312918]Organisational Structure
The HAWA DDS is managed directly by the HAWA DDS PMU, under the oversight of the HAWA Executive Board. 
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[bookmark: _Toc48125184][bookmark: _Toc48125185][bookmark: _Toc58312919]Principles of the HAWA DDS Platform
The core principles of the HAWA DDS are:
[bookmark: _Toc58312920]Principle 1: Confidentiality 
This principle intends for enterprises to have confidence that information provided to, stored, shared or communicated via the HAWA DDS Platform, is done so in a way which both respects the commercial sensitivity of information and ensures that confidentiality of information is maintained where necessary. 
[bookmark: _Toc58312921][bookmark: _Toc35327362][bookmark: _Toc35327379][bookmark: _Toc35327363][bookmark: _Toc35327380][bookmark: _Toc314485272][bookmark: _Toc314560777][bookmark: _Toc314560994][bookmark: _Toc320257473]Principle 2: Transparency
This principle is intended to ensure that the submission and verification of timber sources, supply-chains and due diligence information are conducted in a transparent manner. The principle seeks to eliminate risk of mixing or intrusion of illegally harvested or traded wood – or wood of unknown origin – into supply chains recorded within the HAWA DDS Platform. It also seeks to ensure the credibility of information & evidence provided by HAWA DDS members.
However, HAWA DDS must implement this principle in parallel with Principle 1 (Confidentiality) in order to ensure that sensitive business information will not be disclosed in an uncontrolled way.
Member-users of the HAWA DDS Platform must sign a commitment to comply with this principle also, so that timber due diligence can be performed in a transparent and honest way.


[bookmark: _Toc58312922]Principle 3: Truthfulness & Accuracy
This principle seeks to ensure that HAWA DDS Members only provide true and accurate information and are responsible for the authenticity and correctness of the information and evidence provided.
Based on the information provided by Operators, the system will seek to make accurate calculations - and at the same time connect and evaluate information and evidence available throughout the supply chain - to facilitate the operator to make accurate and correct conclusions about the legal/risk status of wood products in real time. 
[bookmark: _Toc58312923]Principle 4: Impartiality & Fairness
Information regarding timber and timber products will be verified by different parties including, but not limited to, the following: suppliers; buyers; 3rd-party Verification Bodies as well as importers from international markets.
This Principle seeks to prevent, eliminate, or mitigate risks which may affect negatively the impartiality of results and conclusions generated by - and within - the HAWA DDS Platform. This principle is being built into the HAWA DDS Platform, in the following ways:
· Information technology solutions which are intended to make impossible any interference with information previously declared, recorded or uploaded to the HAWA DDS Platform, and thus minimize the risk of changing or falsifying information and evidence, ensuring the impartiality and credibility of the system.	
· Ensuring the rights and responsibilities of HAWA DDS Members are built on a set of codes of conduct.
· Ensuring fairness through extensive consultation mechanisms, during development and in the execution of the HAWA DDS Platform. This will be demonstrated through the development of the System Member Council (SMC), which Members of the HAWA DDS platform will elect themselves. The SMC will be established when the HAWA DDS platform is fully developed and functioning in its final version. 
The SMC will have the function of representing and protecting legitimate rights and interests of the Member-users of the HAWA DDS platform. It will operate independently from the Platform Executive and Management Boards. The SMC will also directly choose a competent unit to perform an independent monitoring role of the HAWA DDS platform and its internal personnel. 
[bookmark: _Toc58312924]Principle 5: Efficiency and Effectiveness
This Principle seeks to ensure that the speed and accuracy of the HAWA DDS Platform in calculating and generating tracking results in real time. The objective is to help Members to operate as efficiently and effectively as possible, by optimising time-saving functions of the HAWA DDS Platform, allowing the Member to minimise resources necessary to the conducting and recording of its due diligence activities. 
Specifically, Principle 5 intends to ensure that the Platform will work effectively to assist the Operators’ due diligence performance in the following areas:
1. Information Collection
a. Collecting information for due diligence performance by the member Operators is the main function of the HAWA DDS platform, using advanced information technologies.
b. The Platform shall create effective online tools for buyers and sellers to declare information and provide evidence corroborating the origin, transformation, movement and changes of ownership of timbers and timber products within the supply chain, in real time.
c. The Platform shall archive and connect information and evidence together, thus developing a visualised supply chain map for timber products during their journey along a supply chain. Within the HAWA DDS Platform, all necessary information will be stored and utilised in conformance with information security & transparency principles.
2. Risk Assessment:
a. Risk assessment is the responsibility of the Operators (HAWA DDS Member) before buying any timber/timber material within the HAWA DDS system. However, the Operator shall receive the support of the HAWA DDS platform with provided information and evidence collected from all previous suppliers during its journey along the supply chain.
b. The Platform shall integrate due diligence performance into the buying and selling process among the HAWA DDS Operator members, thereby helping the buyer or potential buyer to review and analyse risk-levels before deciding whether to buy and/or take risk mitigation actions.
c. The Platform shall be able to help the timber/timber product buyer (who is also a member Operators of the HAWA DDS Platform) to trace these products back to the source, or to know the timber origin status upon its entering into the HAWA DDS system.
3. Risk Mitigation:
a. Risk mitigation is also the member Operator’s responsibility and shall be conducted between the buyer and seller via their direct communication inside or outside the system, with or without the involvement of a 3rd party verification service, depending on their own decision. 
b. During the risk mitigation process the seller, or upstream supply chain entities, may be requested by the buyer or buyer’s authorised verification service supplier (Verification Body) to provide additional information or evidence. The seller therefore must update this extra information or evidence into the HAWA DDS system, and the buyer must update its request in the system as well to reflect all the necessary mitigation actions that have been carried out.
c. Any actions relating to risk mitigation, whether the requirement for additional information or the use of a third-party verification service, or the rejection of a buying opportunity, shall be recorded into the HAWA DDS system and maintained for at least seven (7) years.
4. Access to information
a. The platform allows an Operator access to information about the products to a level that allows it to:
· Conclude that input materials originate from forest sources or supply chains with low risk of legal violations or that potential risks have already been mitigated; OR
· Effectively identify, specify, and mitigate risks of producing or receiving illegally harvested, traded or transported material.
b. The Platform facilitates the Operator to ensure that information and evidence:  
· are relevant to indicate low risk in relation to non-compliance of applicable legislation;
· are valid and verifiable; and,
· can be related to the relevant product or supply chain. All the changes or transformations made to materials within the HAWA DDS platform shall be recorded, updated, and notified to all the related buyers along the supply chain that the changes may affect.

[bookmark: _Toc58312925]Principle 6: Independent Monitoring 
This Principle seeks to ensure independent oversight of the HAWA DDS Platform. The principle is being built into the following two elements of the HAWA DDS Platform:
· An Independent Monitor will be established by the System Member Council (SMC) in order to protect the rights of all members participating in HAWA DDS and supervise the conformance of the PMU with its own requirements.
· An independent financial mechanism will help the Independent Monitor to have a sustainable operating budget without any dependence on the budget of HAWA DDS’s management unit.
This principle shall be applied when the HAWA DDS platform is fully developed and functioning in its final version.
[bookmark: _Toc58312926]Principle 7: Voluntariness
The HAWA DDS platform has been developed – and will be operated – by HAWA (through its authorized entity) basing its activities on a thorough understanding of the difficulties and challenges that enterprises within the forest and forest-industry sectors are encountering. 
Therefore, this Principle seeks that the solutions offered by the system thoroughly address and solve many of these challenges, as well as ensuring additional benefits to Member-users at the highest level. 
Enterprises are not obliged to participate in the HAWA DDS Platform if they are not assured of their legitimate rights or not satisfied with any service provided by the platform. This principle seeks to ensure the platform will operate in a user-centric way, bringing practical benefits to enterprises, and at the same time assuring an efficient mechanism to protect the legitimate rights of members. 
[bookmark: _Toc524004277][bookmark: _Toc529434516][bookmark: _Toc534288496]In other words, the drive for enterprises to engage with the HAWA DDS Platform will be the reliability of the service, their confidence in the ability of the HAWA DDS Platform to meet the principles in this policy, and their satisfaction in relation to service quality.
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