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[bookmark: _Toc43117241][bookmark: _Toc58010391]A	Introduction.
This HAWA Standard ('the Standard') describes the fundamental requirements of the HAWA DDS Platform (the Platform) and the management system surrounding the application of the system. 
[bookmark: _Toc43117242][bookmark: _Toc58010392]B	Scope
The requirements of the standard are applicable to HAWA DDS and in particular: the HAWA Executive Board (HEB); the HAWA DDS Service Supply Company (The Company); the Platform Executive Board (PEB) and the HAWA DDS Platform Management Unit (PMU) as the main responsible entities for the management of the Platform. 
[bookmark: _Toc43117243][bookmark: _Toc58010393]C	Effective date 
Version 1.0 of the HAWA-DDS-05 was approved by HAWA Chairman on …/…./2021.
These requirements will be updated periodically – and at least every three years – and will replace previous versions from the date of publishing. 
[bookmark: _Toc42689405][bookmark: _Toc42706288][bookmark: _Toc43117244][bookmark: _Toc58010394]D 	Version history	
Version 1.0 of this standard was published on …/…./2021
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[bookmark: _Toc43117245][bookmark: _Toc58010395]E 	Requirements for the HAWA DDS Platform
[bookmark: _Toc43117246][bookmark: _Toc58010396]Administration of the HAWA DDS Platform
[bookmark: _Toc43117247][bookmark: _Toc58010397]The HAWA Executive Board (HEB)
The HAWA Executive Board shall be in charge of developing and approving the overall strategy for HAWA DDS platform for each 3-year period.
The HAWA Executive Board shall demonstrate commitment with respect to the development and maintenance of the HAWA DDS Platform. according to the HAWA DDS Platform Principles (HAWA-POL-01).
The HAWA Executive Board shall appoint 3 members to the Platform Executive Board, once every 3 years. Appointments shall initially be made once the members of the HEB are determined by the HAWA Congress.
[bookmark: _Toc58010398][bookmark: _Toc43117248]HAWA DDS Service Supply Company
The Company shall manage and assure the financial sustainability of the HAWA DDS Platform, controlling and improving the quality of services provided to HAWA DDS members and users. 
The Company shall ensure compliance with tax laws and other responsibilities to the State as stipulated by the laws of Vietnam.
The Company shall operate upon a Business Charter, which consistently reflects and conforms with HAWA DDS Core Materials.
The Company shall take responsibility for the implementation the overall strategy for the HAWA DDS Platform developed by HAWA Executive Board, in accordance with the HAWA DDS Platform Principles (HAWA-POL-01). 
The Company shall develop an annual work plan, based on the approved strategy developed by the HAWA Executive Board.
The Company shall ensure that the Platform Management Unit (PMU) has access to adequate resources, including but not limited to financial resources, competent personnel and equipment, to assure the proper functioning of the platform.
The Director of the Company shall appoint the Manager of the PMU
The Director of the Company and the Chairman of the Company shall comprise the two members representing the Company on the Platform Executive Board (PEB).
[bookmark: _Toc58010399][bookmark: _Hlk35599753]The Platform Executive Board (PEB):
The HAWA Platform Executive Board (PEB) shall be comprised of a maximum of 7 members, via which the following parties shall be represented:
i. HAWA Executive Board: 3 members.
ii. The Company: 2 members (Director of the Company and the Chairman of the Company)
iii. External Stakeholders (optional): Up to 2 temporary members
The objective of including optional External Stakeholders co-opted onto the PEB shall be for the purposes of bringing specific expertise to the functioning of the PEB. 
The External Stakeholders may be chosen and co-opted as temporary members of the PEB by the permanent 5 members of the PEB, according to identified needs. The Co-opted temporary members shall serve a maximum of 1 year on the PEB (although this may be renewed).
The PEB members shall define, maintain and conform with the rules and procedures for the governance and proper functioning of the PEB itself.
PEB members shall vote for PEB chairman, who shall sign approvals on behalf of board, based on majority decisions it has reached.
The PEB shall be responsible for the monitoring and evaluation of:
i. the implementation and performance of the HAWA DDS platform according to the approved strategy and yearly plan.
ii. conformance of HAWA DDS platform and the PMU operation against the Principles, Standards and Procedures, as stipulated in the Core Materials.
The PEB shall be responsible for reviewing and approving all proposals for significant development or revisions of the HAWA DDS Platform relating to the systems’ functions and processes, terms, and conditions within the Core Materials’ documents.
In relation to the System Members Council (SMC), the PEB shall be responsible for:
i. determining the appropriate moment for setting up the SMC, including consideration of the financial stability of the HAWA DDS Platform. 
ii. supporting the set-up of the SMC, until it is able to operate independently.
iii. ensuring, once set up, that the SMC obtains access to sufficient financing to support its activities
iv. ensuring, once set up, that the SMC is supported and facilitated in its work by all parts of the HAWA DDS Platform including the PMU and the PEB itself.
[bookmark: _Toc57292270][bookmark: _Toc43117249][bookmark: _Toc58010400]The Platform Management Unit (PMU)
The PMU shall be responsible for the practical implementation, day-to-day management and ongoing operation of the HAWA DDS Platform, as well as the maintenance and improvement of the Platform, in accordance with the HAWA DDS Platform Principles (HAWA-POL-01).
The Platform Management Unit (PMU) shall operate under the oversight of the PEB.
The PMU shall report regularly to the PEB on HAWA DDS implementation and in relation to its responsibilities, at least on a quarterly basis and/or according to the needs or calendar determined by the PEB.
[bookmark: _Toc58010401]The System Members Council (SMC)
The System Members Council (SMC) shall be responsible for ensuring Operator members of the HAWA DDS platform are represented and have a voice in the governance and management of the platform. 
The SMC shall work independently from the Platform Executive Board and the Platform Management Unit to represent and protect Operators’ legitimate rights and benefits within the HAWA DDS Platform.
Operator members of the HAWA DDS Platform shall determine the make-up and size of the System Members Council (SMC) and shall have sole right to elect representatives to the System Members Council.
The SMC shall directly select a qualified organization to perform as an independent monitoring organisation. This organisation that shall monitor the proper functioning of the HAWA DDS platform and the Platform Management Unit (PMU), including their conformance in relation to the HAWA DDS Policies and standards, in line with standard HAWA-DD-06.
[bookmark: _Toc57292273][bookmark: _Toc43117250][bookmark: _Toc57292274][bookmark: _Toc43117251][bookmark: _Toc58010402]Systems, Procedures and records of the PMU
[bookmark: _Toc43117252][bookmark: _Toc58010403]Core Materials
The PEB shall have in place core materials - policies, standards, procedures and guides - for all aspects of the HAWA DDS Platform management and implementation.
The PEB shall maintain a control system for the Core Materials, which shall contain requirements to:
i. review and revise core material documents, as necessary. Draft documents shall be developed by the PMU with the support of experts as necessary. 
ii. track document changes and identify the status of core material documents (draft versions, final version);
iii. ensure approval of core material documents prior to use.
iv. ensure that documents of external origin are identified, and their distribution is controlled.
v. prevent the unintended use of outdated documents
Higher level core materials (policies and standards) shall be approved by the Chairman HAWA Executive Board before coming into effect. Secondary documents such as procedures and guides may be approved by the PEB Chairman.
HAWA DDS Platform core materials shall be reviewed and updated as necessary, and at least every 3 years.
[bookmark: _Toc57292277][bookmark: _Toc43117253][bookmark: _Toc58010404]Competences and qualifications
HAWA DDS PMU shall have access to sufficient financial and equipment resources – including the number of personnel – to ensure the proper implementation of its duties and obligations.  
Personnel shall be competent for the functions they perform, including making required technical judgments, defining policies and implementing them.
The HAWA DDS PMU shall ensure that the evaluation team undertaking evaluations of Candidate Member-users and Verification Bodies, have the combined necessary knowledge and experience to evaluate against the HAWA Standards, including: 
i. Knowledge of applicable laws and regulations relevant to the supply chain and countries of origin.
ii. Knowledge of business management practices 
iii. Knowledge of operation of suppliers, including management systems and products 
iv. Knowledge of the forest resources, supply chains relevant to the specific evaluation. E.g. knowledge of legality risks in the area or country of origin of the timber.
v. Knowledge of due diligence systems, their implementation and evaluation
vi. Language skills appropriate to all stakeholders 
[bookmark: _Toc43117254][bookmark: _Toc58010405]Records
The HAWA DDS PMU shall maintain accurate, complete and legible records of all of its activities in relation to the implementation and management of the HAWA DDS Platform. 
These shall be kept and be readily available for evaluation by the Independent Monitor
All relevant records archived from HAWA DDS platform – and in relation to HAWA DDS PMU activities - shall be retained for a minimum of seven (7) years.
[bookmark: _Toc43117255][bookmark: _Toc57292280][bookmark: _Toc43117256][bookmark: _Toc58010406]Management of complaints and disputes
HAWA DDS PMU shall have in place a complaints policy and procedure for handling and resolving substantiated complaints and disputes, including:
i. assessment of evidence provided in the complaint within two (2) weeks of its receipt;
ii. in cases where evidence is considered relevant, implementation of appropriate corrective actions; and (where applicable) updating of the HAWA DDS Platform,
iii. maintenance of records of all complaints received and actions taken.
The complaints procedure shall cover complaints in relation to both the activities of:
i. Member-user (Operators), Verification Bodies, and other users of the HAWA DDS Platform, AND;  
ii. the HAWA DDS PMU and the PEB itself, in relation to the functioning of the HAWA DDS Platform.
In the case of complaints regarding PEB and/or the HAWA DDS PMU, these shall be investigated as per the above procedure, but shall also be forwarded to the Independent Monitor.
Information about substantiated complaints and disputed cases shall be made publicly available on the HAWA DDS Platform website.
[bookmark: _Toc43117257][bookmark: _Toc58010407]Development, maintenance and revision of the IT platform
[bookmark: _Toc43117258][bookmark: _Toc58010408]Development and maintenance of the Platform
The development and maintenance of the Platform shall follow the OWASP Top 10 2013 standard.
[bookmark: _Toc37081970][bookmark: _Toc43117260][bookmark: _Toc57292285][bookmark: _Toc43117261][bookmark: _Toc58010409]Revisions of the Platform
Proposed revisions to the Platform shall be submitted for approval to the PEB and HAWA Executive Board.
Revisions to the Platform shall not be initiated without the approval of the HAWA Executive Board
Proposed revisions to the Platform shall be posted on the HAWA DDS website prior to commencing revisions.
Revisions shall be communicated directly to all HAWA DDS Members and include information on the nature of changes.
[bookmark: _Toc43117262][bookmark: _Toc58010410]Confidentiality and Impartiality
[bookmark: _Toc43117263][bookmark: _Toc58010411]Impartiality
The HAWA DDS PMU shall have systems and procedures in place to safeguard the objectivity and impartiality of decision-making relating to the evaluation of Candidate Member-users to join the HAWA DDS Platform, and Verification Bodies.
The HAWA DDS PMU shall be independent of the Candidate Member-users or Verification Bodies under evaluation.
The HAWA DDS PMU shall identify, analyse and maintain records documenting risks of conflict of interest arising as a result of it exercising functions, including any conflicts arising from its relationship with Member-users, Verification Bodies, the System Member Council (SMC) or other stakeholders.
Where a risk of a conflict of interest has been identified, the HAWA DDS PMU shall have in place written policies and procedures to avoid conflicts of interest at the organisational and individual level. The written policies and procedures shall be maintained and implemented. 
[bookmark: _Toc43117264][bookmark: _Toc58010412]Confidentiality
The HAWA DDS PMU shall be responsible for the management of all information obtained or created during the functioning of the HAWA DDS Platform. Information is considered proprietary and shall be regarded as confidential, except for information that Members or the HAWA DDS PMU make or are required to:
i. make publicly available
ii. make available within the confines of the HAWA DDS Platform
iii. disclose as per legal obligations.
iv. use for a specific purpose with written consent by the related member.
The HAWA DDS PMU shall maintain and implement documented policies and procedures for maintenance of confidentiality, including:
i. procedures for ensuring that personnel are aware of the HAWA DDS Principles and of their consequent obligations.
ii. a written confidentiality agreement to be signed by all relevant personnel who have access to confidential information. 
When the HAWA DDS PMU is required by law or authorized by contractual arrangements to release confidential information, the client or person concerned shall, unless prohibited by law, be notified of the information provided.
Information that is not publicly available and is obtained from Members, Sources other than Members (e.g. from a complainant) shall be treated as confidential, unless the source of information and the Member give written consent to disclose it.
[bookmark: _Toc43117265][bookmark: _Toc57292290][bookmark: _Toc43117266][bookmark: _Toc57292291][bookmark: _Toc37081972][bookmark: _Toc43117267][bookmark: _Toc57292292][bookmark: _Toc43117268][bookmark: _Toc58010413]Management of members
[bookmark: _Toc43117269][bookmark: _Toc58010414]Approval and removal of membership of Operators
The HAWA DDS PMU shall define the requirements for membership of the HAWA DDS in accordance with HAWA-DDS-01 and HAWA-DD-02.
[bookmark: _Toc37081974]The HAWA DDS PMU shall have a system in place for the evaluation of all requests for membership to the HAWA DDS.
Approvals and Denials of membership to the HAWA DDS shall be made in writing, with a justification provided in the case of denials.
The PMU shall assess information during the evaluation of Operators’ applications, in relation to the expectations and requirements of operators as outlined in HAWA-DDS-01 and HAWA-DD-02.
The PMU shall provide the applicant with a decision on the membership application within 05 days from receiving the application.
In case the HAWA DDS PMU is alerted to an operator participating in illegal harvesting or trade of wood-products, by a HAWA DDS Member (Operator); Verification Body, Independent Monitor or other stakeholder (e.g. Government Authority) it shall have mechanisms in place to immediately update the HAWA DDS Platform of this situation and mitigate the risk of illegally harvested and traded material being uploaded, held or traded with the use of the HAWA DDS Platform.
In case the HAWA DDS PMU is alerted via a substantiated complaint of an operator potentially participating in illegal harvesting or trade of wood-products by a HAWA DDS Member (Operator); Verification Body, Independent Monitor or other stakeholder (e.g. Government Authority) it shall have mechanisms in place to:
investigate and respond to the complaint.
if necessary, take actions which mitigate the risk of illegally harvested and traded material being uploaded, held or traded with the use of the HAWA DDS Platform.
[bookmark: _Toc37081976][bookmark: _Toc43117270][bookmark: _Toc57292295][bookmark: _Toc43117271][bookmark: _Toc58010415]Approval and removal of membership of Verification Bodies
[bookmark: _Toc43117272][bookmark: _Toc58010416]Recognition of Verification Bodies
The HAWA DDS PMU shall have in place and implement a system and procedures for evaluating Organisations with a review to recognizing them as Verification Bodies. 
The HAWA DDS PMU shall only grant recognition when the Verification Body conforms with all applicable normative requirements for Verification Bodies
The period of validity of the recognition of the Verification Body shall not exceed three (3) years.
The HAWA DDS PMU shall make evaluation results publicly available on the HAWA DDS Platform website.
[bookmark: _Toc43117273][bookmark: _Toc58010417]Ongoing evaluation of Verification Bodies
The HAWA DDS PMU shall implement a system of ongoing evaluation of the performance of the Verification Bodies. 
All non-conformances with the applicable requirements of the relevant HAWA standard(s) or applicable requirement shall be recorded. 
Non-conformances may result in:
i. corrective action requests; 
ii. a decision to withdraw – or to temporarily suspend – recognition of the Verification Body. 
The HAWA DDS PMU may also identify emerging issues, which, if not addressed by the Verification Body, may lead to future non-conformances. Such issues shall be recorded as 'observations' for the benefit of the Verification Body. 
The HAWA DDS PMU shall consider the impact of a non-conformance on the integrity and credibility of the HAWA DDS Platform, when evaluating whether a non-conformance results in, or is likely to result in, a fundamental failure to meet the relevant requirement or expectation of the Verification Body. 
If relevant, the HAWA DDS PMU shall make summaries of ongoing evaluation results publicly available on the HAWA DDS Platform website.
[bookmark: _Toc43117274][bookmark: _Toc58010418]Withdrawing – or suspending – a Verification Body
The PMU shall have procedures for withdrawal – or temporary suspension – of recognition of Verification Bodies, also:
i. in cases where a legitimate complaint against the VB has been raised in relation to a or non-conformance with any aspect of the applicable HAWA Standards, and this has been investigated and concluded as relevant.
ii. in cases where the VB fails to meet ongoing performance requirements or properly address corrective action requests.
In the event that the HAWA DDS PMU suspends or withdraws recognition, it shall update the status in the Verification Body on the HAWA DDS Platform, together with the effective date and reason for suspension or withdrawal within three (3) days of the suspension or withdrawal.
The HAWA DDS PMU shall issue a letter of notification to the Verification Body whose recognition has been suspended or withdrawn. The notification letter shall include:
i. a clear statement about the invalid status of recognition (suspended, or withdrawn);
ii. the date from which the recognition has been suspended or withdrawn, as well as duration of suspension (if applicable);
iii. the rationale supporting the suspension or withdrawing of recognition.
iv. the requirement to stop making claims in relation to the HAWA DDS Platform;
The HAWA DDS PMU may reinstate recognition after suspension if all major nonconformities have been corrected by the Verification Body.
[bookmark: _Toc43117275][bookmark: _Toc58010419]Management of material entries.
[bookmark: _Toc43117276][bookmark: _Toc58010420]Approval or denial of material entries to the Platform
The HAWA DDS PMU shall have procedures to review and approve, or deny, material before entrance of the timber into HAWA DDS platform.
The HAWA DDS PMU shall ensure that, as far as possible, the information uploaded to the Platform is truthful, correct and appropriate to enable due diligence of the material. 
[bookmark: _Toc43117277][bookmark: _Toc57292302][bookmark: _Toc57292303][bookmark: _Toc57292304][bookmark: _Toc43117280][bookmark: _Toc58010421]Incorrect information in material entries
In case the HAWA DDS PMU is alerted to incorrect information on the HAWA DDS Platform, by a HAWA DDS Member (Operator); Verification Body, Independent Monitor or other stakeholder (e.g. Government Authority) it shall have mechanisms in place to immediately update the HAWA DDS Platform of this situation.
[bookmark: _Toc43117281][bookmark: _Toc58010422]Illegally harvested material or products
In case the HAWA DDS PMU is alerted to illegally harvested or traded wood-products, by a HAWA DDS Member (Operator); Verification Body, Independent Monitor or other stakeholder (e.g. Government Authority) it shall have mechanisms in place to immediately update the HAWA DDS Platform of this situation and mitigate the risk of illegally harvested and traded material being uploaded, held or traded with the use of the HAWA DDS Platform. This shall include the option of removing the material entries from the Platform.
In case the HAWA DDS PMU is alerted to potentially illegally harvested or traded wood-products, via a substantiated complaint by either a HAWA DDS Member (Operator); or Verification Body, or Independent Monitor or other stakeholder (e.g. Government Authority) it shall have mechanisms in place to:
investigate and respond to the complaint within an appropriate timeframe.
if necessary, require actions to be taken which mitigate the risk of illegally harvested and traded material being uploaded, held or traded with the use of the HAWA DDS Platform. This shall include the option of removing the material entries from the Platform.
[bookmark: _Toc43117282][bookmark: _Toc58010423]Approval of Certification schemes
The HAWA DDS PMU shall review sustainable forest management scheme or legality verification schemes, for the Timber Origin Status. 
For the purpose of the evaluation of schemes, the HAWA DDS PMU shall have a framework and methodology in place. 
Draft results of the review shall be shared for public consultation and final versions shall be published. 
Approved schemes will have expressly been concluded as meeting – as a minimum - the requirements of the legality definition of the VNTLAS or as low-risk by the Government of Vietnam.
[bookmark: _Toc43117283][bookmark: _Toc58010424]Claims & Communications
[bookmark: _Toc43117284][bookmark: _Toc58010425]Defining requirements for claims and communications
The HAWA DDS PMU shall define the requirements for making claims (if any) and communications relating to the HAWA DDS. The requirements shall encompass, but not be limited to, the following:
Claims regarding the conformance status of wood products in relation to the HAWA DDS.
On-product claims or labels (if any) relating to any aspect of the HAWA DDS platform.
Promotional and off-product claims (if any) and communications made by HAWA DDS Members (Operators), HAWA and HAWA Members or other Stakeholders about the HAWA DDS platform.	
[bookmark: _Toc43117285][bookmark: _Toc58010426]Approving claims and communications
HAWA DDS PMU shall include the approval process for claims (if any) relating to the HAWA DDS, made externally to the HAWA DDS Platform
HAWA DDS PMU shall include mechanisms to prevent, correct or remove unauthorized claims (if any) made externally to the HAWA DDS Platform
[bookmark: _Toc43117286][bookmark: _Toc57292311][bookmark: _Toc43117287][bookmark: _Toc58010427] Independent monitoring
[bookmark: _Toc43117288][bookmark: _Toc58010428]Support and financing the Independent Monitor
The HAWA DDS PMU shall pro-actively support that the requirements of HAWA-DDS-06 are met, including ensuring that the Independent Monitoring of the HAWA DDS occurs at six-monthly intervals in the first year that the HAWA DDS platform is in operation, shifting to a maximum of twelve-monthly intervals for following years.
The HAWA DDS PMU shall provide special access rights to the HAWA DDS Platform for the selected Independent Monitor.
HAWA shall ensure the independent financial mechanism that will help the Independent Monitor to have a sustainable operating budget without any dependence on the budget of HAWA DDS’s management unit: 
A certain amount within 5-15% (decided by the PEB every year) of the membership fee shall be extracted automatically to an independent account under the management of SMC on the receiving of each member’s Membership-fee payment.
[bookmark: _Toc43117289][bookmark: _Toc58010429]Access to information
Provide special access right into the system for the selected IM.
The HAWA DDS PMU shall ensure that – upon request - the HAWA DDS Independent Monitor is granted access to: 
i. all operational sites, legal entities, staff and contractors relevant to the scope of activities that comprise implementation of the HAWA DDS Platform 
ii. all relevant documents and records related to the HAWA DDS Platform.
iii. collected physical samples of products, product-parts or materials for testing if necessary.
[bookmark: _Toc43117290][bookmark: _Toc58010430] Public availability of information
The HAWA DDS PMU’s commitment to transparency and to facilitate access of information to stakeholders, represents an important contribution to reinforcing the credibility of the HAWA DDS Platform.
[bookmark: _Toc58010431]The following information in relation to the HAWA DDS PMU shall be made publicly available, within reasonable timeframes:
i. HAWA DDS requirements membership of the HAWA DDS Platform, and Verification Bodies, including fees charged.
ii. HAWA DDS Systems and Procedures for the evaluation of Candidate Member-users to join the HAWA DDS Platform, and Verification Bodies.
iii. Documented management structure, policies, methods, and procedures for carrying out its obligations to meet the HAWA DDS Principles.
iv. Summary reports and results on the evaluations of the Verification Bodies.
v. An annual report in relation to its own activities.
vi. A response as to how gaps or weakness identified in reports by the Independent Monitor shall be addressed.
vii. Appointees to the HAWA Platform Executive Board.
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